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QUESTION NO: 1

FTEENTVREEEZYR—NTBHLEHIC. Azure Arc

DRFEZFELTVET, BREERV—ZYR-—NI2LS5CRBEZBHIIZBEND
WVET, ZINETLEOIN?

A.NA71)Y R Azure AD A" IXTOH—/N—ICSmMLET,

B. Azure Automation TN\NA T VY R S2Tv U D—hH—%ERLET,

C. Azure Connected Machine T—2 T R ZINTOH—N—IZF7O/4LF T,

D. Azure Monitor T— T R Z2IXTOH—N—ICF 7O/ LET,

Answer: C

Explanation:

Within the hybrid governance section of Administering Windows Server Hybrid Core
Infrastructure, Microsoft specifies that Azure Arc-enabled servers are the mechanism to bring
on-premises and multi-cloud servers under Azure control to apply Azure Policy (Guest
Configuration) and Defender for Servers. The prerequisite is installing the Azure Connected
Machine agent (Azure Arc agent) on each server: "To manage servers with Azure Policy and
configuration management, install the Connected Machine agent to onboard them to Azure
Arc; once connected, you can assign Azure Policy guest configuration and monitor
compliance just like Azure VMs." Hybrid Azure AD Join is unrelated to Azure Policy
assignment; the Azure Monitor agent provides telemetry but does not onboard to Arc for
policy governance; a hybrid runbook worker is for Automation runbooks, not for enforcing
Azure Policy. Therefore, to "use Azure Policy to enforce configuration management policies
on the servers in Azure and on-premises," deploy the Azure Connected Machine agent to all
servers to Arc-enable them and then assign the desired policies.

Topic 1, Fabrikam inc.This is a case study. Case studies are not

timed separately. You can use as much exam time as you would like

to complete each case. However, there may be additional case studies

and sections on this exam. You must manage your time to ensure

that you are able to complete all questions included on this exam in

the time provided.

To answer the questions included in a case study, you will need to reference information that
is provided in the case study. Case studies might contain exhibits and other res ources that
provide more Information about the scenario that is described in the case study. Each
question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to revie w
your answers and to make changes before you move to the next section of the exam. After
you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the b uttons in the
left pane to explore the content of the case study before you answer the questions. Clicking
these buttons displays information such as business requirements, existing environment, and
problem statements, if the case study has an All Informat ion tab. note that the information
displayed is identical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.

Overview

Fabrikam, Inc. Is a manufacturing company that has a main office In New York and a branch
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office in Seattle.

On-premises Servers

The on-premises network contains servers that run Windows Server as shown in the
following table.

Mame Configuration Office

AADCT Azure AD Mew York
Connect

APP1 Application Mew York
SEMVEF

APPZ Application =agttle
SEMVET

i | Clamain Mew York
controfler

D2 Damain Leattle
controller

DHCP DHCP server MNew York

DHCFZ DHCP semver Seattle

Fal File server MNew York

F&2 File server Seattle

WA None MNew York

W2 MNone Seattle

WEET Wah server P York

WEEZ Web server | Seattle

DC1 hosts all the operation master roles.

WEB1 and WEB2 run an Inter net Information Services (lIS) web app named Webapp1.
On-premises Network

The New York and Seattle offices are connected by using redundant WAN links.

The client computers in each office get IP addresses from their local DHCP server.

DHCP! contains a scope named Scope1 that has addresses for the New York office. DHCP2
contains a scope named Scope?2 that has addresses for the Seattle office.

Group Policy Object (GPOs)

The cwp.fabrikam.com domain contains the organizational units (OUs) and custom Group
Policy Objects (GPOs) shown in the following table.

OU name Linked GPD Description

Alllsers GPO Contains all the user acoounts in
e camain

AlComputers GPOZ Contains all the computer
accounts for the client computers

Bl - in the domain

Allsemnvers GPO3 Contains all the computer
accounts for Windows servers

VitualDeskiops PO A new OU that will contain the
computers account for Azure
Virtual Deskiop session hosts

Requirements:
Fabrikam ldentifies the following planned changes:
* Create a single Azure subscription named Sub1 that will contain a single Azure virtual
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network named Vnet1.

* Replace the WAN links between the Seattle and New York offices by using Azure Virtual
WAN and ExpressRoute. Both on-premises offices will be connected to Vnet1 by using
ExpressRoute.

* Create three Azure file shares named newyorkfiles, seattfefiles, and companyfiles.

* Create a domain controller named dc3.corp.fabrikam,com in Vnet1.

* Deploy an Azure Virtual Desktop host pool lo Vnet1. The Azure Virtual Desktop session
hosts will be hybrid Azure AD joined.

* License all servers for Microsoft Defender for servers.

* Use Azure Policy to e nforce configuration management policies on the servers in Azure
and on-premises.

Networking Requirements

Fabrikam identifies the following security requirements:

* Apply GP04 to the Azure Virtual Desktop session hosts. Ensure that Azure Virtual Desktop
us er sessions lock after being idle for 10 minutes. Users must be able to control the lockout
lime manually from their client computer.

* Ensure that server administrators request approval before they can establish a Remote
Desktop connection to an Azure vir tual machine. If the request is approved, the connection
must be established within two hours.

* Prevent user passwords from containing all or part of words that are based on the company
name, such as Fab. fabrikam or fsbr! |.

* Ensure that all instances o f Webapp1 use the same service account. The password of the
service account must change automatically every 30 days.

* Prevent domain controllers from directly contacting hosts on the internet.

File Sharing Requirements

You need to configure the synchroniz ation of Azure files to meet the following requirements:
* Ensure that seattlefiles syncs to FS2.

* Ensure that newyorkfiles syncs to FS1.

* Ensure that companyfiles syncs to both FS1 and FS2.

QUESTION NO: 2

STRILVATAREZA—T—DVFT7 1 ABORY ND—VBEERETILEN BT
o YI—23VRRYRNID—VERHEZRBIELTVRILENHY KT,
AZREINELVTIA?EETRICE,. AERMTEY AT 3V Z2BRLUTSEZY

FEBIECIRA MAMEENET,
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On a Virtual WAN hub:

An ExpressRoute gateway

A virtual network éateway_
An ExpressRoute circuit connection

In the offices:

‘An ExpressRoute circuit connection

A Site to-Site VPN
An Azure applicat_ion gateway
An on premises data gateway

Answer:

On a Virtual WAN hub: R e o i e e |

An ExpressRoute gateway I
A virtual network gateway
An ExpressRoute circuit connection

In the offices:
A Site to-Site VPN
An Azure application gateway
An on premises data gateway
Explanation:
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On a Virtual WAN hub:

An ExpressRoute gateway
A virtual network gateway
An ExpressRoute circuit connection

In the offices:

An ExpressRoute circuit connection
A Site to-Site VPN

An Azure application gateway

An on premises data gateway

The exam materials for Administering Windows Server Hybrid Core Infrastructure explain that
when replacing private WAN links with Azure, Azure Virtual WAN (VWAN) can be used to
centralize connectivity. For private connectivity, ExpressRoute integrates directly with a
VWAN hub by deploying an ExpressRoute gateway in the hub. The gateway is the Azure
resource that terminates ExpressRoute and enables hub-and-spoke routing to connected
VNets (such as Vnet1 ). The guides emphasize: " In a Virtual WAN hub, use the
ExpressRoute gateway to connect ExpressRoute circuits and propagate routes acro ss the
hub to your virtual networks ." On-premises, each site (New York and Seattle) requires an
ExpressRoute circuit connection provisioned via a connectivity provider. The circuit is the
dedicated private connection from the customer edge to Microsoft's edge and is what the
office sites actually use; it's then linked to the vVWAN hub's ExpressRoute gateway. The same
materials note that Site-to-Site VPN is an alternative transport but is not required when
ExpressRoute is mandated. Likewise, Application Gateway is a Layer-7 load balancer for
HTTP/S traffic, and on-premises data gateway relates to Power Bl/Power Platform hybrid
connectivity, neither of which establishes network transport between offices and Azure.
Therefore, to meet the requirement "connect both on-premises offices to Vnet1 by using
ExpressRoute," configure an ExpressRoute gateway on the VWAN hub and ExpressRoute
circuit connections in the offices.

QUESTION NO: 3

NAD—RICETDEF1 VT EHZ/EIZLENBYET,

Azure AD NAD—RFRBOIDAVAR—ZFX NI ECTEBRINERVNTTH ?
EZ&TRICE, BYUBEIARA—FXRZELWVWEMICRZYILTLKEEVL, FEOAVFR—X%
VM1

B, EHE, FLEFE2E<K<FERALBEVEENfHYET, AT UVERRTDICE. XA
CEOPEN—ZERSYITTEINLN, RAVO-ILTEIRENHDIEENHYET,

o EMIEIIRA U R MEEhET,

Locations Answer Area

DC1 anly r The Azure AD Password Protection DC agent Location
ol
All the domain controllers .

The Azure AD Password Protection proxy services Location

VM1 and VM2

The Azure AD tenant
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Answer:

Locations Answer Area
e e NS
10C1 only |
o T d
! Al the domain controllers | - I
de—as e el e ) e Azure AD Password Protection proxy servicer | VM1 and YM2

o

The Azure AD Password Protection DC agent | All the domain controllers

...... == =] A custom banred password list: | The Azure AD tenant 1

‘{'Fhe Azure AD tenant Al

Explanation:

The Azure AD Password

Protection DC agent: All the domain controllers

The Azure AD Password Protection

proxy service: VM1 and VM2

A custom banned password list: | The Azure AD tenant

The Administering Windows Server Hybrid Core Infrastructure materials explain that Azure
AD Password Protection for on-premises AD uses two components : the DC agent and the
proxy service . The DC agent is installed on every domain controller because it " intercepts
password set/change operations locally on the DC and evaluates them against the forbidden-
password policy ." The guidance further states that to ensure consistent enforcement " the
DC agent should be deployed to all DCs in the forest, since password changes may occur on
any DC ." The proxy service is installed on member servers (not necessarily DCs) and "
relays policy downloads and telemetry to Azure AD on behalf of DCs ," which satisfies envi
ronments where " domain controllers must not directly contact Internet endpoints ." Finally,
configuration of the global and custom banned password lists is performed in Azure AD ,
where administrators " define tenant-wide custom banned terms; DCs obtain the p olicy via
the proxy and cache it for local enforcement ." Given Fabrikam's requirement to prevent DCs
from accessing the Internet, the proxy must run on non-DC servers ( VM1 and VM2 ). To
guarantee enforcement wherever a password is changed, the DC agent must be on all
domain controllers . The custom banned password list is configured in the Azure AD tenant
and then distributed to on-premises DCs via the proxy.

QUESTION NO: 4

Azure Virtual Desktop v > 3>
RARFEFIVTABHZR/BITRSICTRICRK, TJIL—7

RS —BEZBRTDIVLENBYVET, AZBRITAELIVTLESN?
A.GPOAUODEFIVFTAT74INRIYT

B.GPO1 DU VVIZNTDEFIVTA714NLRIY

C.GPO4 TOIIN—T7/INy Vg
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D. GP0O1® 'J > U MEnforced 7’ O/NF 1

E. GPO1 TOIIN—7/N\Y V8

F. GP04M 1) > U MEnforced 7’ O/\F «

Answer: C

Explanation:

The exam content for Group Policy processing stresses User Group Policy loopback
processing for session hosts (RDS/AVD): "In environments like Remote Desktop Session
Host (or Azure Virtual Desktop), enable loopback processing on the OU that contains the
session host computers so that user settings from that GPO apply when users log on to
those computers, regardless of the user's own OU." The requirement states:

"Apply GPO4 to the Azure Virtual Desktop session hosts. Ensure that Azure Virtual D esktop
user sessions lock after being idle for 10 minutes. Users must be able to control the lockout
time manually from their client computer." The idle-lock is a user configuration setting that
must apply when users sign in to the session hosts, not to their personal devices. Therefore,
enable loopback processing (Merge/Replace) in GPO4, which is linked to the VirtualDesktops
OU containing the session hosts. Using security filtering or Enforced cannot make user
settings in GPO4 override the user's own OU without loopback. Loopback ensures the AVD
hosts impose the 10-minute lock for sessions, while leaving users free to set their own client
device policies independently-fulfilling least-impact design.

QUESTION NO: 5

T77AINHREBOERZF/I-T=HIZ. Azure File Sync

ZRRITDBENHYVET, ESThRIVTITA?EETSICEK, BEXEFHTEYSAT
SAVEBRLTILKEEV, SEERZEIC1RAI NI MEENET,

Andveer Anea

1] 1 Lwer oy £ orease _
N RUDer OF STOrage Sync SEnioed 1o Create _
Answer:
Arswer Arca
Afemirneam number of Sync groups Do create _
LA PUREE o SIocs: e St SEAatE T CFeTE _
Explanation:
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Minimum number of sync groups to create: v

N -

Minimum number of Storage Sync Services to create: v

W N -

In Azure File Sync architecture (covered in Admin istering Windows Server Hybrid Core
Infrastructure under

"Implement and manage storage solutions"), the fundamental design points are:

* Sync group - "A sync group defines a sync topology. Each sync group contains exactly one
cloud endpoint (an Azure file sh are) and one or more server endpoints." A server endpoint is
a folder on a registered Windows Server. A server can participate in multiple sync groups so
long as the server endpoints are different paths.

* Storage Sync Service - "The Storage Sync Service is the top-level resource that maintains
server registrations and houses your sync groups." A Windows Server registers to one
Storage Sync Service at a time, and that service can contain many sync groups and many
servers.

Applying these rules to the requirement:

* You have three Azure file shares: newyorkfiles, seattlefiles, and companyfiles. Because
each sync group maps to one cloud endpoint, you need one sync group per share # 3 sync
groups.

* FS1 must sync with newyorkfiles and companyfiles; FS2 must sync with seattlefiles and
companyfiles.

Since one Storage Sync Service can host multiple sync groups and multiple servers, and a
server must be registered to a single service, the most efficient design is a single Storage
Sync Service containing all three sync groups and both servers.

QUESTION NO: 6
XYRND—VBERZERLEIBABRY 1 -3V ZREIIVBENHYVET, RITINE
2o00TF VIV ENTIN?TNTNOERRGE, YJ1-—>320—8Z2RLTVWET

EEMRIEICIRA U NEBTEERT,

A. corp.fabhkam.com £ WS ZEID Azure 774/ R—KDNS VY—2ZERLE T,
B. coip.fabnkam.com Azure 7725 4/ X—K DNS V=2 IZREZRY KD —2

D> O %ERLET,

C. corp.fabrikam.com £V S B &M Azure DNS V—> Z#ER L £,
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D. Vnet1 ® DNS H—/\N—REZBHL£T,

E. corp.fabnkam.com Azure 754/ X—K DNS V- CEBERBEZEBMICLET,
F.DC3ICDNS H—N—0O&Z=ZA > AN=ILET,

G.DC3 THRU[NET 2V —X—ZRELET,

Answer: D F

Explanation:

In the Administering Windows Server Hybrid Core Infrastructure guidance for extending AD
DS into Azure, Microsoft states that when you place a domain controller in an Azure virtual
network you must run DNS on that domain controller and point the VNet to that DNS server:
"Domain controllers in Azure laaS should host the AD-integrated DNS zone, and the virtual
network's DNS server setting must reference those DC/DNS IPs so Azure VMs use AD DNS
rat her than the Azure-provided resolver." The materials also emphasize that Azure's default
DNS cannot host or manage AD DS zones, so custom DNS is required for domain-joined
workloads. Therefore, to meet the requirement you (1) install the DNS Server role on DC3 so
it can host the corp.fabrikam.com AD-integrated zone (F), and (2) configure the DNS Servers
setting on Vnet1 to the IP of DC3 (and any additional DCs), ensuring all Azure VMs in Vnet1
resolve the domain via AD DNS (D).

Creating a public Azure DNS zone or a Private DNS zone with the same AD name is not
appropriate for AD- integrated name resolution. This design also supports the security
requirement of preventing domain controllers from relying on Internet-facing resolvers.

QUESTION NO: 7

DCINBAIICHE2T, EDLKSBHREZFBLUBDNETLLSN?

A. Azure Active Directory RX A 2 H—E A (Azure AD DS)

B.Azure AD 7 7V r—>3>7Ox%>

C. AzurefRBN >~

D. Azure AD BB E {y

Answer: C

Explanation:

The exam materials explain that to add a new domain controller to an existing AD DS forest
in Azure, you deploy a Windows Server laaS VM and then promote it: "To extend on-
premises AD DS into Azure, provision a Windows Server VM in Azure and run AD DS to
create an additional domain controll er for the existing domain." Conversely, Azure Active
Directory Domain Services (Azure AD DS) provides a managed domain that is separate from
and not writable by your on-premises administrators -you "do not get domain admin rights or
access to DCs" -so it cannot be used to add a DC (dc3.corp.fabrikam.com) to the existing
corp.fabrikam.com forest. Azure AD Application Proxy and Azure AD administrative units are
unrelated to deploying DCs. Therefore, the correct implementation is to deploy an Azure
virtual machine in Vnet1, install AD DS/DNS, and promote it to become DC3 in the existing
domain.

QUESTION NO: 8

Webapp1®tF 1 VT A EHXZRB-TEDHIC, EDIDOT I AVEEBEICRTIDLE
AHYERILN?2@EITBICE. POI2OVARNYSBYART V32 #BEIVTICE
BL. ELVIEFRICEXNFEZTSEZL,
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Actions Answer Area

Create a standalone managed service account
(sMSA) in AD DS.

Confiqure the IS application pool to run as
Network Service.

Configure the IS application pool to run as a
specified user account.

“Create a group managed service account (gMSA)
in Active Directory.

Q.0

Create a system-assigned managed identity in
Azure AD.

Create a user-assigned managed identity in
Azure AD.

Create the Key Distribution Services (KDS) root
key in AD DS.

Answer:
Actions Answer Area

Create a standalone managed service account I TConfigure the Il application pool to run as I
_(sMSA) in AD DS. ) ‘
Network Service.

Configqure the IS application pool to run as
Network Service.

- e S
Configure the 11S application pool to run as a i | Create a group managed service account (gMSA) ‘ :
| specified user account. ,: in Active Directory. I

T

.r Create a group managed service account (gMSA)
_______________________ ;
_in Active Directory. ( & | Create the Key Distribution Services (KDS) root |
key in AD DS. |

T e T FE e T e L e e

Create a system-assigned managed identity in |
Azure AD.

|| Create the Key Distribution Services (KDS) root
I key in AD DS.

Explanation:

Confiqure the |IS application pool to run as
Network Service.

g = A e

‘Create a group managed service account (gMSA) |
in Active Directory.

Create the Key Distribution Services (KDS) root
key in AD DS.

In the Administering Windows Server Hybrid Core Infrastructure materials (AZ-800),
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Microsoft explains that Group Managed Service Accounts (QMSAs) are designed for services
running on multi ple servers and

"provide automatic password management, simplified SPN management, and the ability to
delegate the management to other administrators." The guidance further states that before
you can create any gMSA, "the domain must have a KDS root key so that the Key
Distribution Service can generate and rotate strong, unique passwords for gMSAs on a
schedule." After the KDS root key is created, "use New- ADServiceAccount to create the
gMSA and grant the computers (e.g., web servers) permission to retrieve the account
password." For IIS, the course notes specify that a gMSA can be used for app pools:
"Configure the IIS application pool identity to a custom account and specify the gMSA name
(ending with '$') without a password; the password is managed automa tically by AD and
rotates by policy (for example, every 30 days)." Mapping these requirements to the scenario:
Webapp1 runs on WEB1 and WEB2 and must use the same service account with an
automatic 30-day password change . Therefore, the correct sequence is: create the KDS root
key , create the gMSA , and then set the IIS application pool to run under that account. This
fulfills the security requirement while allowing both web servers to share the same,
automatically-rotated credentials.

QUESTION NO: 9

tF1VTABE]ZR/ETEHIC, JE—NEBZREITDIHLENf HBYVET, AEFRATH
FEWTL&DID?

ASYARNAAZRALJUT)IVMTOEA

B. Azure AD $#EIDEE (PIM)

CAzure 7 7 RY—EZAAOVE—RNTFAI NY THREEE

D. Azure Bastion 7R A

Answer: A

Explanation:

In the Administering Windows Server Hybrid Core Infrastructure materials (hybrid security
and laaS management), Just-In-Time (JIT) VM access from Microsoft Defender for Cloud is
the prescribed way to require approval-based, time-bound Remote Desktop access to Azure
VMs. The guide explains that JIT

"locks down inbound traffic to management ports (for example, TCP/3389) and opens them
only on request, for a limited time and only from approved source IPs." Administrators
request access; upon approval, Defender for Cloud creates a temporary NSG rule that
expires automatically-you specify the maximum allowed window (e.g., 2 hours) and the ports.
This matches the requirement: "Ensure that server administ rators request approval before
they can establish a Remote Desktop connection to an Azure virtual machine. If the request
is approved, the connection must be established within two hours." Alternatives don't meet
this:

PIM governs Azure roles, not VM RDP port exposure; Azure Bastion provides secure
RDP/SSH over TLS without public IPs but doesn't provide approval/time-boxed gating; the
Remote Desktop extension is for classic Cloud Services and not for policy-driven approval
windows. JIT is the least-privilege, policy-enforced solution aligned with the exam's hybrid
security objectives.
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QUESTION NO: 10

XY RND—VEHZH-IDHCPOARAMY V1—>3 0 Z2RETIVENHYET,
ED2ODITHZEEBDNETLEISA?TFNTFNOERE, BRRO—FZRLTVWET,
F EBIECIRA N MEENET,

A.DHCP1 T, Scope2 M IP 7 RLAM 25 N\—t > "NEECARAI—7T2ERLET,
B.&EAT7 1 ADr7 IR —TDHCPUL—Z&ZELET,

C.DHCP2. AO—7"1DQOIPT7RLAD 25 N—tEV N EBCARAO—TZRELE T,

D. &8 DHCP H—N—IC7 T —INFA—N—DFZ ARV T#aEZE (1> AN—)LL, DHCP
VZ7AZDKEZEML XTI,

E. & DHCP AJ—7"T. DHCP 7T AN A—N—ZREL £ T,

Answer: B E

Explanation:

In Administering Windows Server Hybrid Core Infrastructure , Microsoft states that high
availability for DHCP on Windows Server is achieved by using DHCP failover rather than the
legacy split-scope (80/20) model. The guidan ce explains that DHCP failover " synchronizes
lease data between two DHCP servers and can be configured in Load Balance or Hot
Standby mode on a per-scope basis," and that you enable it on each DHCP scope to create
a partner relationship that automatically replicates scope configuration and active leases.
This meets the requirement to keep address assignment available if one DHCP server is
down.

The same materials further note that DHCP broadcasts do not traverse routers; therefore,
when the partner server i s reachable across a routed boundary (another site/subnet) , you
must configure the router as a DHCP relay (IP helper) to forward DHCPDISCOVER
messages to the remote DHCP server(s). The text emphasizes: "When clients and DHCP
servers are on different subnet s, configure a relay agent on the router to forward requests to
the DHCP server IP addresses." Applying this to Fabrikam: create DHCP failover between
DHCP1 (Scope1) and DHCP2 (Scope?2) ( E ) and configure the routers in New York and
Seattle as DHCP relays th at forward to both DHCP servers (B ).

You do not use Failover Clustering for DHCP here, and you do not create extra 25% scopes;
those are split- scope practices superseded by DHCP failover.

Topic 2, Contoso LtdThis is a case study. Case studies are not timed

separately. You can use as much exam time as you would like to

complete each case. However, there may be additional case studies

and sections on this exam. You must manage your time to ensure

that you are able to complete all questions included on this exam in

the time provided.

To answer the questions included in a case study, you will need to reference information that
is provided in the case study. Case studies might contain exhibits and other resources that
provide more Information about the scenar io that is described in the case study. Each
question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review
your answers and to make changes before you move to the next section of the exam. After
you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the
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left pane to explore the content of the case study before you answer the questions. Clicking
these buttons displays information such as business requirements, existing environment, and
problem statements, if the case study has an All Information tab. note that the information
displayed is ident ical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.

AD DS Environment

The network contains an on-premises Active Directory Domain Services (AD DS) forest na
med contoso.

com. The forest contains two domains named contoso.com and canada.contoso.com. The
forest contains the domain controllers shown in the following table.

Name Domain Active Directory site
DC1 contoso.com Seattle

DC2 contoso.com Los Angeles

DC3 canada.contoso.com Montreal

DC4 contoso.com Meontreal

DLS canada.contoso.com Seattle

All the domain controllers are global catalog servers.
Server Infrastructure
The network contains the servers shown in the following table.

Mame | Organizational | Server Domain Active
unit {(OU) role Directory

site

Server! | Member None canada.contoso.com | Montreal
Servers

Server? | Member Hyper-V canada.contoso.com | Mantreal
Servers

Serverd | Member None canada.contoso.com | Montreal
Sersers

A server named Server4 runs Windows Server and is in a workgroup. Windows Firewall on
Servei4 uses the private profile.

Server2 hosts three virtual machines named VM1. VM2, and VM3.

VM3 is a file server that stores data in the volumes shown in the following table.

MName File system
NTFS

NTFS

ReFs

ExFAT
Group Policies

The contoso.com domain has the Group Policies Objects (GPOs) shown in the following
table.

mIm 2
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Name Minimum password length Linked to
GPO1 14 o
GPO2 8 Member
Servers
Default Domain Policy | 10 contoso.com

Existing Identities
The forest contains the users shown in the following table.

Name In QU Member of
Contoso\Admin1 | Contoso\OU1 Contoso\Enterprise Admins
Contoso\Admin2 | Contoso\OUN Contoso\Domain Admins
Canada‘\Admind | Canada\OUZ2 Canada\Domain Admins
Lontoso\User] Contaso\OU 3 Contoso\Domain Users

The forest contains the groups shown in the following table.
Name Domain Type
Group1 | contoso.com Universal securty group
Group2 | contoso.com Global securtty group
Group3 | contoso.com Domain local secunity group
Groupd | canada.contoso.com Global distnbution group
Group5 | canada.contoso.com Global distribution group
Groupb | canada.contoso.com Domain local distribution group

Current Problems

When an administrator signs in to the console of VM2 by using Virtual Machine Connection,
and then disconnects from the session without signing out another administrator can connect
to the console session as the currently signed-in user.

Requirements

Contoso identifies the following technical requirements:

* Change the replication schedule for all site links to 30 minutes.

* Promote Server1 to a domain controller in canada.co ntoso.com.

* Install and authorize Server3 as a DHCP server.

* Ensure that User! can manage the membership of all the groups in Contoso\OU3.

* Ensure that you can manage Server4 from Server1 by using PowerShell removing.

* Ensure that you can run virtual machines on VM1.

* Force users to provide credentials when they connect to VM2.

* On VM3, ensure that Data Deduplication on all volumes is possible.

QUESTION NO: 11

VM2DOEMBH Z R TREN B ET,
HBEIEFESTNETLLOD?

AS— )L RENERBIZVEZRRELET,

B. 7ARNY—ERABREY—ERZBMICLET,
C.ERBHA-—RERELET,
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DALsREY a3 E—RZBMICLET,

Answer: D

Explanation:

In the Administering Windows Server Hybrid Core Infrastructure materials under Hyper-V
management, Microsoft specifies that Enhanced Sess ion Mode changes VMConnect from a
raw console attach to a connection that uses Remote Desktop Protocol (RDP) to the guest.
The guide states that Enhanced Session Mode " uses RDP to establish the VMConnect
session so the user must supply credentials for a lo gon to the guest operating system ," and
further that it " prevents a second administrator from inheriting an already signed-in console
session " because the connection is treated as a new interactive sign-in. In contrast, the
default basic console session " attaches directly to the active console without prompting for
credentials ," which is exactly the current problem described for VM2.

The same objective area clarifies that other options do not meet the requirement: Guest
Services integration only enables fi le copy and certain host-guest interactions; Credential
Guard protects secrets inside Windows by isolating LSASS but does not affect Hyper-V
console connection behavior ; Shielded VMs provide fabric-level protections and encryption
but are not required mere ly to force credential prompts for VMConnect.

Therefore, to force users to provide credentials when they connect to VM2 and to eliminate
inherited console sessions, you should enable Enhanced Session Mode on the Hyper-V host
(and ensure the guest supports RDP).

QUESTION NO: 12

I—H—10EMEBERHZBIMBEN HBVET, Y)I1—23 2 RBFHMEROERRICETVY
TVWBRENHYET,

HBIEFESTRNETLELOIN?

A. Contoso.com @ Server Operators 7' )L—7°IC Users1 ZEBML £,

B. contoso.com TEEZEK L ET,

C. Contoso.com D7 HI >V RARL—Z—T)L—7IC Users1 ZIEMLE T,

D.OU3 IZEFZERLET,

Answer: D

Explanation:

n the Administering Windows Server Hybrid Core Infrastructure guidance for managing AD
DS, Microsoft emphasizes using OU-level delegation to satisfy administrative needs while
adhering to the principle of least privilege. The documentation explains that the Delegate
Control wizard on an OU lets you grant a user or group only the specific permissions required
for common tasks, including "Modify the membership of a group”. This grants the write
permission to the member attribute on group objects contained in that OU, without giving
broader account-management rights across the domain.

By contrast, placing a user in Account Operators or Server Operators provides elevated,
domain-wide capabilities far beyond what is required. Account Operators can create, delete,
and modify many account types across the domain (except for protected admin accounts),
which violates least-privilege for a task that only needs to change group membership in one
OU. Server Operators is unrelated to group membership and is intended for server
administration tasks. Creating a delegation at the domain root would similarly be excessive
because it applies broadly to all containers and OUs.
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Therefore, to meet the requirement "Ensure that User1 can manage the membership of all
the groups in Contoso\OU3," you should delegate control on OU3 and assign the built-in task
"Modify the membership of a group" to User1, achieving the minimal permissions necessary.

QUESTION NO: 13
VMIDEMBEHZRETREN B ET,

BAICRITINEINRLY NFENTIA ?2EETRICE,. BERTEY AT 3>
ZBRLTSEEL,

A EBIEICIRA M MEE KT,

Answer Area

VM1 ftrus

Set-YM . -NewVMName
Set-VMBios -GuestControlledCacheTypes

Set-VMHast -EnableHostResourceProtection
Set-VMFirmware
Set-YMProcessor

-ExposeVirtualizationExtensions

Answer:
Answer Area
WMl ftrue
Set-vM -NewVMName
Set-VMBios -GuestControlledCacheTypes
Set-VMHast -EnableHostResourceProtection
Set-VMFirmware -ExposeVirtualizationExtensions
s Set-VMProcessor ,
Explanation:
Vv VM1 V¥ Strue
Set-VM —NewVMName
Set-VMBios —GuestControlledCacheTypes
Set-VMHost —EnableHostResourceProtection
Set-VMFirmware —ExposeVirtualizationExtensions
Set-VMProcessor

In the Administering Windows Server Hybrid Core Infrastructure objectives for managing
Hyper-V, enabling nested virtualization is the required step when you must "run virtual
machines inside a virtual machine." The referenced guidance states that Hyper-V on a VM is
supported only when the host exposes hardware virtualization features to the guest. The
prescriptive step is: "Turn off the VM and run Set-VMProcessor - VMName <V MName >
-ExposeVirtualizationExtensions $true to enable nested virtualization." The module further
notes that this action "passes through Intel VT-x/AMD-V to the guest so the guest OS can
install the Hyper-V role and create VMs." It also clarifies that "the setting is applied on the
parent host for the target VM and requires the VM to be powered off before the change is
committed." Because the technical requirement says "Ensure that you can run virtual
machines on VM1", VM1 must be able to host Hyper-V while itself running as a VM on
Server2. The first and essential cmdlet is therefore Set- VMProcessor with the
-ExposeVirtualizationExtensions switch set to $true against VM1. Other optional settings (for
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example, MAC spoofing on the vNIC or static memory) may be configured later if needed, but
exposing virtualization extensions is the enabling prerequisite that satisfies the requirement.

QUESTION NO: 14
TIN=TBETIN—T4EDTIIN—TZEMTEXRIA ?EETZICE,. OERTELEF
723 EBRLUTLKEEV, T EBCECIRARIMEENET,

Answer Area

g (R et |
Graupb anly
Group1 and Groupd orly
Groupt and Groupd anly
Group1, Groupd, Groupd, and Groups only
Group1, Groups, Groupd, GroupS, and Groups

g [ S P Uy S e e |
Group? anly
Groupd anly
Grouph only
Groupd and Groupd anly
Graupd and Grouph anly

Answer:
Answer Area

Group3

Groupt anly —
Group1 and Groupd only

Groups

Group? anly
Graupd only

Group? and Groupd anly
Graupd and Grouph anly

Explanation:
Answer Area

Group3: ' Group and Group2 only »

Group3: | Groupd only v

In the Windows Server Hybrid Core Infrastructure objectives for Active Directory group
design, group scope and type determine valid membership and usage. The study guidance
for group scopes states that a Domain Local group is used to assign permissions in its own
domain and "can contain accounts, computer objects, global groups from any domain, and
universal groups; it can also contain other domain local groups from the same domain only."
Security-type restrictions also apply: "Security groups can contain only security principals;
distribution groups cannot be nested into security groups for access control." Applying these
rules to Group3 (contoso.com Domain Local Security): it can accept security groups of
compatible scopes. From the lists, Group1 (contoso.com Universal Security) and Group2
(contoso.com Global Security) are valid. Distribution groups (Group4, Group5, Group6) are
not valid members of a security group used for authorization. Therefore, Group3 # Group1
and Group2 only.

For Group5 (canada.contoso.com Global Distribution), the scope rule for Global groups is:
"Global groups can include user accounts and other global groups from the same domain
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only; they cannot include universal or domain local groups." Hence, the only eligible group
from the same domain and scope is Group4 (canada.

contoso.com Global Distribution). Group6 is domain local (invalid), and cross-domain globals
(Group2) are not permitted. Therefore, Group5 # Group4 only.

QUESTION NO: 15

ARV OOEMNERZRIEITHBENBYET., EOD—HF—HNhSORATVZRETT
EXIN?

A.EEBE1DH

B. Admin1& Admin3® &

C. Admin1 & Admin2® &

D. EEE3D &

E. Admin1, Adrrun2, Admin3

Answer: C

Explanation:

The AZ-800 content covering Active Directory Sites and Services clarifies that site, subnet,
and site-link objects live in the Configuration partition. The guides emphasize that
administration of the Configuration naming context is restricted to Enterprise Admins and to
Domain Admins of the forest-root domain. In the context of changing replication topology
parameters-such as editing the replication schedule on site links- the documentation notes:
"Only Enterprise Admins or administrators in the forest-root Domain Admins group have
default permissions to modify site and site-link objects," because these objects affect
replication forest- wide.

Applying this to the scenario:

* Contoso\Admin1 (Enterprise Admins) has forest-wide rights to modify site links.

* Contoso\Admin2 (Domain Admins in contoso.com, the forest-root domain) also has the
required rights to change site-link schedules.

* Canada\Admin3 (Domain Admins in canada.contoso.com) does not have default
permissions in the Configuration partition for forest-wide site-link administration.

Thus, to meet the technical requirement to change all site links to a 30-minute schedule, the
users who can perform the task are Admin1 and Admin2.

QUESTION NO: 16

VM3DEMBH ZBLITXENF HYVET
EQORII—-—LTT—REBFREENCTERIL ?
A.DEE®D &

B.C. D. E. 8&LUF

C.DD &

D.DEED &

E.D. E. FD&

Answer: C

Explanation:

In the Windows Server exam materials for Administering Windows Server Hybrid Core
Infrastructure (AZ-
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800) , Microsoft documents that Data Deduplication is supported only on data volumes and
specifically on NTFS-formatted volumes , and it cannot be enabled on the system or boot
volume . The study text states:

"Data Deduplication is applied at the volume level and supports NTFS data volumes. You
cannot enable deduplication on the system or boot volume." It further clarifies unsupported
targets: "ReFS volumes and FAT

/exFAT volumes are not supported for Data Deduplication in general-purpose server
scenarios," and emphasizes that deduplication is "not available for the operating s ystem
volume." Applying these rules to VM3:

* C: NTFS but it is the OS/system volume # not eligible .

* D: NTFS data volume # eligible .

* E: ReFS # not supported for general-purpose dedup in this context.

* F: exFAT # not supported .

Therefore, the only volume on which you can enable Data Deduplication to meet the
requirement is volume D

QUESTION NO: 17

ServerdDEMBH Z_mI I HEN HYET,

Server1 £EServerd TETIRNEIIVRLY NGENTITA ?2EEZTSICIF. BEHETEY
BAT a2 &BIRLTLSEETL,

FEBIEICIRA M MEEIhET,

Serverl:

Enable-PSRemoting
Enable-ServerManagerStandardUserRemoting
Set-ltem

Start-Service

Serverd:

Enable-PSRemoting
Enable-ServerManagerStandardUserRemoting
Set-ltem

Start-Service

Answer:
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Serverl:

Enable-PSRemoting
_Enable-ServerManagerStandardUserRemoting

Set-ltem |

Start-Service

Serverd:

Enable-PSRemoting I
Enable-ServerManagerStandardUserRemoting
Set-item

Start-Service

Explanation:
Server1 - Set-ltem
Server4 - Enable-PSRemoting

QUESTION NO: 18

Serverl DEMBHZR/LEIHBEN HYVET, RE. BELZAVEXRTTER 1Y —E
HETITH?

A.EEE1DH

B. EEE3D &

C. Admin1 & Admin3® &

D. Admin1 Admin2 & & ' Admm3

Answer: C

Explanation:

In the AZ-800 "Administering Windows Server Hybrid Core Infrastructure" objectives for
Active Directory, server promotion is governed by forest/domain administrative roles. The
materials state that promoting a member server to a domain controller in a given domain
requires membership in either the Enterprise Admins group or the Domain Admins group of
the target domain. The Configuration and Domain naming contexts that DCPromo touches
(NTDS settings, SYSVOL/DFS-R readiness, DC computer account, and associated service
SPNs) are protected so that "Enterprise Admins have full rights forest-wide, and Domain
Admins have full rights within their respective domain." In this case, the requirement is to
promote Server1 to a domain controller in canada.contoso.com. From the identities table:

* Contoso\Admin1 is a member of Enterprise Admins (forest-wide authority).

* Canada\Admin3 is a member of Canada\Domain Admins (authority within
canada.contoso.com).

* Contoso\Admin2 is Domain Admins (contoso.com) only, which does not grant
administrative authority in the canada.contoso.com child domain.
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Therefore, the users who can currently perform the required task for Server1 are Admin1 and
Admin3.

QUESTION NO: 19
TIN—=T3TIN—T5CEBMTERVIIN—T7RBENTIA?EAETRICE,. BERMTEUE
A7 avEBRUTSEZY,

EEBIECIRA R MEESIET,

Group6 only

Group1l and Group2 only

Group1 and Group4 only

Groupl, Group2, Group4, and Group5 only
Groupl, Group2, Group4, Groups, and Group6

Groupl only
Group4 only
Group6 only
Group?2 and Group4 only
Group4 and Group6 only

Answer:
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Group3:

| Group6 only _ |

Group1 and Group2 only

Group1 and Group4 only

Group1, Group2, Group4, and Group5 only
Groupl, Group2, Group4, Groups, and Group6

Group5:

Group1 only

Group4 only

Group6 only

Group2 and Group4 only
‘Group4 and Group6 only |

Explanation:

In Windows Server AD DS, group scope determines which groups/accounts can be
members. The AZ-800 study materials summarize: "Domain Local groups can include
accounts, Global groups, and Universal groups from any domain and Domain Local groups
from the same domain only. Global groups can include accounts and other Global groups
from the same domain only. Universal groups can include *accounts, Global groups, and
Universal groups from any domain." In addition, distribution vs. security does not change the
scope membership rules; it only affects whether the group can be assigned permis sions.
Applying the rules: Group3 is a Domain Local security group in contoso.com . Therefore it
can contain Universal (Group1), Global from any domain (Group2 in contoso.com and
Group4/Group5 in canada.

contoso.com), but cannot contain a Domain Local from a nother domain (Group6 in
canada.contoso.com).

Hence: Group1, Group2, Group4, and Group5 only .

Group5 is a Global distribution group in canada.contoso.com . A Global group can only
contain accounts or Global groups from the same domain . From the list, only G roup4
(Global distribution, canada.contoso.

com) fits. It cannot contain Group1 (Universal), Group2 (Global but different domain), or
Group6 (Domain Local). Therefore: Group4 only .

QUESTION NO: 20

LTOERBRICOVT, ELWERE TRV, ZEBRLTKEZL, T5THEVESE "L
Wx, ZBRRLTSEZ,

EEBIECIRA R MEESIET,
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Answer Area

Statements Yes No

Answer:

Answer Area

Statements Yes MNo

Explanation:

No

Yes

Yes

In Administering Windows Server Hybrid Core Infrastructure , Microsoft states that the
domain password policy for domain user accounts is determined by the GPO that wins at the
domain root (commonly the Default Domain Policy ). GPOs linked to OUs do not change the
domain password policy for user accounts in those OUs; they only affect local accounts on
computers within those OUs unless Fine- Grained Password Policies (PSOs) are used and
scoped to users/groups. The case shows Default Domain Policy in contoso.com sets
Minimum password length = 10 . Therefore, both Admin1 (a domain user in Contoso\OU1)
and User1 (in Contoso\OU3) fall under the 10-character minimum; the OU-linked GPO1 (14)
does not override the domain password policy for their domain accounts # Admin1: No ,
User1: Yes .

For member servers and local accounts , the documentation explains that password policy
settings in a GP O linked to the OU containing the computer apply to that computer's local
Security Accounts Manager (SAM) . In the scenario, Server1 resides in Member Servers and
GPO?2 linked to Member Servers specifies Minimum password length = 8 . Thus, when
Admin1 creates a local account on Server1 , the enforced minimum is 8 characters # Yes .
This approach follows least privilege and standard precedence: domain- level for domain
accounts, OU-linked GPOs for local accounts, unless PSOs are explicitly defined.

Topic 3, Datum CorporationA. Datum Corporation is a

manufacturing company that has a main office in Seattle and two

branch offices in Los Angeles and Montreal.

A Datum recently partnered with a company named Fabrikam, Inc.

Fabrikam is a manufacturing company that has a main office in Boston and a branch of fice in
Orlando.

Both companies intend to collaborate on several joint projects.

The on-premises network of A. Datum contains an Active Directory Domain Services (AD
DS) forest named adatum.com.
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The forest contains two domains named adatum.com and east.ada tum.com and the domain
controllers shown in the following table.

Name Domain I Operations master roles
DC1 adatum.com Schema master

DC2 adatum.com None

DC3 east.adatum.com | PDC emulator, RID master

The on-premises network of Fabrikam contains an AD DS forest named fabrikam.com.
The forest contains two domains named fabrikam.com and south.fabrikam.com.

The fabrikam.com domain contains an organizational unit (OU) named Marketing.

The adatum.com domain contains the servers shown in the following table.

Name Role
HyperV1 | Hyper-V
SSPacel | File and Storage Services

HyperV1 contains the virtual machines shown in the following table.

Name Operating system Description
VM1 Windows Server 2022 Joined to the adatum.com domain
Datacenter Contains a file share named Datal and a
local user named User1
VM2 Red Hat Enterprise Linux | Contains a local user named User2
(RHEL)
VM3 Windows Server 2022 Joined to the adatum.com domain
Standard Has the File and Storage Services role
installed

All the virtual machines on HyperV1 have only the default manag ement tools installed.
SSPace1 contains the Storage Spaces virtual disks shown in the following table.

Name | Number of physical disks Redundancy
Disk1 8 Three-way mirror
Disk2 12 Parity

A Datum has an Azure subscription that contains a Microsoft Entra tenant. Microsoft Entra
Connect is configured to sync the adatum.com forest with Mi crosoft Entra ID.
The subscription contains the virtual networks shown in the following table.
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Name Location Subnet
VNet1 | West US Subnet1, Subnet2
VNet2 | West US SubnetA, SubnetB

The subscription contains the Azure Private DNS zones shown in the following table.

Name | Virtual network link
Zonel.com | VNet1

ZoneZ.com | VNetZ
Zone3.com | None

The subscription contains the virtual machines shown in the following table.

Name Operating system Security type I

Serverl | Windows Server 2022 Trusted launch
Datacenter: Azure Edition

Server2 | Windows Server 2022 Standard
Datacenter: Azure Edition

Servers | Windows Server 2022 Standard
Datacenter

Serverd | Windows Server 2019 Trusted launch
Datacenter

All the servers are in a workgroup.

The subscription contains a storage account named storage1 that has a file share named
share1.

A Datum plans to implement the following changes:

* Sync Data1 to share1.

* Configure an Azure runbook named Task1 .

* Enable Microsoft Entra users to sign in to Server1.

* Create an Azure DNS Private Resolver that has the following configurations:
o Name: Private1

o Region: West US

o Virtual network: VNet1

o Inbound endpoint: SubnetB
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* Enable users in the adatum.com d omain to access the resources in the
south.fabrikam.com domain.

A Datum identifies the following technical requirements:

* The data on SSPace1 must be available always.

* DC2 must become the schema master if DC1 fails.

* VMS must be configured to enable p er-folder quotas.

* Trusts must allow access to only the required resources.

* The users in the Marketing OU must have access to storage!

* Azure Automanage must be used on all supported Azure virtual machines.
* A direct SSH session must be used to manage all the supported virtual machines on
HyperV1.

QUESTION NO: 21

DCIA®PEL EL 1=,

AF—INAZ—OEMEGZR/LITHENHYET,

Yourunntdsutil.exe,

ENS5D2NINY RZIEFICRTINERVTLLSN ?HEEZTSICEK,. OV R—ENLS
BN RZFEZBICBHEE., ELVERICEXNBZTIEEL,

Commands Answer Area

metadata cleanup

e ]
—— o G
® ©

connect to server dc2.adatum.com

quit

seize schema master

Answer:

Commands Answer Area

_________________________________________________________________

ey e = e e e = = = =iy = = e ey e = = =

———————————————————————————— ! connect to server dc2.adatum.com L
____________________________ I e aE m e e el . i e e T e i e \’
| connect te server dc2.adatum.com & _______________________________
— [ 1
i |
I
1

e e e e e e | quit
| quit IS SR, s SR SR B DS PO, 6 D B A S R
P S : R
i ei schema master 1 1 seize schema master !
e — el . T -t 1

Explanation:

Commands Answer Area
metadata cleanup 1 roles

‘2 connect

‘ A
3 connect to server dc2.adatum.com

N @ 4| |quit ( v

5 seize schema master

QUESTION NO: 22
RORTILRRENTVWEIH—N—HH)ET,
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Name Role
Serverl Hyper-V
Serverd Hyper-V
Server3 DHCP Server

Served 2%, Windows Server #2179 % VM1

EVSBRIDRBI A EENRTVWET, Servert IZI&, Switch " 1
EVSBHONBASY FAHYET, VM1 & Switch! IZEFRE N TVET,
VMIEIZOYFF27O0E23 20 0LFET,

VMIDZRY ND—OREZRTOMBENHYERT, YUI—2a U TOEHZEBLEITHSE
FHYWET,

*Server3A AV TFHICIPP RLAZBEWICEIY H TR & Z2BRELTLKEZL,

AT F N Server b BETED L ZBREL TS EEL,
ES5TNEFEIVTIN?2EETSICIE, BEFTEYEBREZRBATILEETL,
EEBIEICIRA U N MEEhET,

Answer Area
On the network adapter for VM1, enable: [ - I
DHCP guard

MAC address spoofing
Router guard

On the container for VM1, set the network driver type to; | v
Bridge

Overlay
Transparent

Answer:
Answer Area

On the network adapter for VM1, enable: [ TI
DHCP guard

Router guard

On the container for VM1, set the network driver type to; v
Bridge

Overlay

Explanation:
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Answer Area

On the network adapter for VM1, enable: | MAC address spoofing ¥
@ |

On the container for VM1, set the network driver type to: | Transparent x

QUESTION NO: 23

ZY NJ—2IZ& Active Directory RX A > 4 —E A (AD DS)
RXLSUAEBENRTVET, CORXAIZIE, Server! & Server2 £S5 2
D2OH—N—&, RORICRTI—HF—HNFEEIhTVET,

Name Member of

User Contoso\Administrators

Users Contoso\Remote Management Users
Users Server2\Administrators

Userd | Serverd\Remote Management Users

EDOI1—HY—7H Server1 A5 Server2 A PowerShell 1) E—~

Y I VEBIUTERITN?

A 1—H—1&E1——30k

B.1—H¥—2&1—%—40OH

CI1—H%—-3&1—%—40Ddk

D. 1—%—1, 1—%¥—3, 1—%—4D &

E.1—Y—1, 1—%—2, 1—Y¥-3, 1—%—4

Answer: D

Explanation:

The remoting prerequisites in the AZ-800 curriculum state that WinRM/PowerShell remoting
to a target computer is permitted for local Administrators and Remote Management Users on
the target. The documentation notes: "Users who are members of the local Administrators
group or Remote Management Users group on the destination can establish PowerShell
remoting sessions." In a domain, high-privilege domain administrative groups are, by default,
granted local administrator rights on domain-joined servers.

Applying this: User3 is in Server2\Administrators (local admin) # allowed. User4 is in
Server2\Remote Management Users # allowed. User1 belongs to the domain Administrators
group, which confers administrator privileges on domain-joined servers, enabling remoting to
Server2. User2, however, is only in the domain "Remote Management Users" group, not the
local group on Server2; domain membership alone does not grant the required local right.
Therefore, the users who can open a PowerShell remoting session from Server1 to Server2
are User1, User3, and User4.

QUESTION NO: 24
BEEROXY NID—JLCR, 9F7A4AT7>NIVEI—2AD VLAN A" 2
&, F—REVE—FADOVLAN A1 D28FENTVWET, & VLAN [ZF IPv4
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H7ZY MEYHETSNATVET, BE, IXNTOISAFTRNIAVEI—REENIP
TRLAZFEALTVET,

F—RE Z—KHNOVLANICDHCPHY —/N—%ZEBATBHFETT,
IRTDIZATRAVELI—ZRIZIPP RLAZRETSICIE, DHCPH—N—%FRAT
PHRENBHYNET,
ERINEAD—TEDHCPUL —OHBPBIEVLK DOTIA ?EETZICIE, EERTEL
BATa EBRLTLSEEL,

xFEBCEICIRA M MEEhET,

Answer Arca
DHCP scopes: [N
;
4
DHCP relzys: [N
4
Answer:
Answer Arca
Lt sCopes: _
5 |
4
oHeP relzys: [
i .{.'
4
Explanation:

* DHCP scopes: 3

* DHCP relays: 2

In a Windows Server Hybrid Core Infrastructure, managing IP address assignment across
multiple physical or virtual segments requires a combination of DHCP scopes and Relay
Agents. A DHCP scope is a required administrative grouping of IP addresses for computers
on a specific subnet that use the DHCP service. Since the network consists of three distinct
IPv4 subnets (two client VLANs and one datacenter VLAN), you must create a minimum of
three scopes to ensure each subnet is managed and provided with appropriate configuration
options, such as default gateways and DNS servers specific to their segment. Even if the
DHCP server resides in the datacenter VLAN, the scope for that subnet allows for the
management of any other devices or future clients in that segment.

Regarding the distribution of these addresses, DHCP utilizes broadcast traffic
(DHCPDISCOVER), which is restricted to the local Layer 2 broadcast domain (the VLAN). To
allow the DHCP server in the datacenter to receive requests from the two remote client
VLANSs, a DHCP Relay Agent (or IP Helper) must be configured on the gateway or a local
server within those segments. The minimum number of relays required is two, corresponding
to the two client VLANSs that do not host the DHCP server. The datacenter VLAN does not
require a relay because the DHCP server is directly connected to that broadcast domain and
can listen for local requests natively. This configuration adheres to the design principles of
centralized DHCP management in a segmented enterprise environment.
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QUESTION NO: 25

contoso.com EWS ZFI D E— R XA > ® Active Directory R XA >H#—E X (AD DS)
7#2LANEFTOSMLET,

RXALSNBEEDOH—N—ZF7O014LFET, eSO —/N\—%iTFarmHosts& L\ S & &
DITIN—TICEBMLET,

Bk, 580 H—/\—% ETNLBCluster.contoso.com&E WS ZHDO XY NO—J RS
HNB)Y S AR EBRTDTFETT,

DZABZD ./ —REDNLBY—E RN, JI—TEBY—ERAT IV MNgMSA)ZEAL
THRIATED L ZRAITIHMEN HYET,

ED 3 DM PowerShell

ONVRLY N EZIEBICETIZDMEN HGYVETHA?2EZTSICEK. OV RLYND—E
ASEHYAEINRLY hZ2EZBICBEL T, ELVIERICEXNZFZTLIEEZL,

Cmdlets Answer Area

©,
@ ]

= = e e e e e e e e e e e e e e = = ==

_____________________

B iy i ol B i SBI » m  , S  S,  F  » o  l

Explanation:

Add-KdsRootKey

New—-ADServiceAccount

| Install-ADServiceAccount

The AZ-800 materials explain that group Managed Service Accounts (gMSAS) rely on the
KDS (Key Distribution Service) to generate and rotate passwords. Therefore, in a new forest
you must first create a KDS root key :

* "Before creating your first gMSA, run Add-KdsRootKey to seed the KDS" (the key may need
propagation time). Next, you create the gMSA and scope which computers can retrieve its
managed password:
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* Use New-ADServiceAccount with -PrincipalsAllowedToRetrieveManagedPassword set to
the security group that contains the NLB nodes (here, ITFarmHosts ), and specify the DNS
host name as needed for the service (e.g., NLBCluster.contoso.com ). Finally, on each
cluster node you install (regist er) the gMSA locally so services can run under it:

* Run Install-ADServiceAccount on each server in ITFarmHosts .

Cmdlets like Add-ADComputerServiceAccount are used for standalone MSAs (sMSAs), not
gMSAs, and Set-ADForestConfiguration isn't required. This seq uence enables the NLB
service on all five nodes to authenticate using the gMSA with automatic password
management.

QUESTION NO: 26
BEHEORY ND—TIZIE. Active Directory R X A > H—E X (AD

DS RXALUAEBENTVET, CORXAVIZEK, RORICRTH—N—HNEENTVE
9,

MHame | Type

:ll-'- :!|1'1|_l|'.r'|rr|| 'Il.'.|||:rr

Lerverd | Membear senver
CORAXAVIZE, ATORICRTI—HF—HFEEhTVET,
[ Name Member of ]

Lzar Contoso\Administrators

AT ContosoiRemote Management Users

LIserd Serverd\WFower Users

Server2 T Enable-PSRemoting AN RL Y hERTLET,

DUTFOEERIZOVT, ELWEEE TEV ZBIRLUTKEEZV, E5THEVESE TV
Wx 1 ZBIRLTLSEEL,

EERIECARA M MEENET,

Answer Area

Statements Yes No
1 can establish a PowerSheall remoting session from Serverl 1o Server?
serd can establish a PowerShell remoting session from Server2 to DCY
ablizh a PowerShell remoting session from Server] to Sanver?
Answer:
.
Answer Area
Statements Yes No
) P
r1 can establish a PowerShall remoting session from Server1 to Sarver? 1 |
serd can establish a PowerShell ramoting session from Server2 to DC1 Fy ™
} —
o Server? g™

zerd can establish a PowerShell remoting session from Serverl to Serve

Explanation:
User1 can establish a PowerShell remoting session from Server1 to Server2. Yes User2 can
establish a PowerShell remoting session from Server2 to DC1. No User3 can establish a
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PowerShell remoting session from Server1 to Server2. No PowerShell Remoting (WinRM)
security and connectivity are central themes in the Administering Windows Server Hybrid
Core Infrastructure curriculum. The ability to establish a remote session is determined by
three factors: the service state on the target, the network path, and the user ' s effective
permissions.

* User1 (Serv er1 to Server2) : On Server2 , the Enable-PSRemoting cmdlet has been
executed. By default, this configures the WinRM service to allow connections from members
of the local Administrators group. Since User1 is a member of the Contoso\Administrators
group, and this domain group is a member of the local Administrators group on all member
servers by default, User1 has the necessary rights to establish a session to Server2.

* User2 (Server2 to DC1) : While User2 is a member of the Contoso\Remote Management
Users grou p-a group specifically designed to provide non-administrative users with remoting
access-the scenario explicitly states that Enable-PSRemoting was run only on Server2 . For
any user to establish a remoting session to DC1 , the WinRM listener must first be en abled
and configured on that specific target. Because the prompt does not indicate that remoting
was enabled on DC1, the connection will fail regardless of User2 ' s group membership.

* User3 (Server1 to Server2) : User3 is a member of the local Server2\Power U sers group.
According to official documentation, the Power Users group does not possess the default
permissions required to access the WinRM endpoints (Microsoft.PowerShell or

Microsoft. Windows.ServerManager). Only members of the local Administrators or Re mote
Management Users groups are granted these rights when Enable-PSRemoting is executed.
Therefore, User3 cannot establish the session.

QUESTION NO: 27

FLWAzure 7 R0 )72 a> &2 ERLET,

Azure Active Directory Domain Services (Azure AD DS) & Azure

REY> 2 ZF7O049BDFETT,
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ED3IDDEEZIBFBICRTINETLLSA2BETRICE. BEHMOBEVANY SE
PEEEZZERL, ELVWIEFICEXBEXTLSEEL,

Actions Answer Area

Answer:

Actions Answer Area

Explanation:
In the Administering Windows Server Hybrid Core Infrastructure materials (AZ-800), the
prescribed sequence for enabling VM domain-join to Azure Active Directory Domain Services
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(Azure AD DS) is to first prepare networking, then deploy the managed domain, and finally
point DNS to that domain. The guide explains that Azure AD DS is a managed domain and
that you must deploy it into a virtual network: "Azure AD DS pr ovides domain join, group
policy, and LDAP/NTLM/Kerberos without deploying domain controllers. The managed
domain is associated with an Azure virtual network." It further directs that VMs can only
discover and join the managed domain when the VNet's DNS points to the Azure AD DS IPs:
"To enable name resolution for domain join, configure the virtual network DNS servers to the
IP addresses of the Azure AD DS managed domain." Therefore, the correct, exam-aligned
order is:

* Create an Azure virtual network (the target network/subnet into which the managed domain
will be placed).

* Create an Azure AD DS instance (the managed domain is deployed into that VNet and
provides two IP addresses).

* Modify the settings of the Azure virtual network to use those IP addresses as custom DNS
servers so that new or existing Azure VMs in that VNet can locate and join the domain.
Installing the AD DS role or running its wizard is not required for Azure AD DS, and Azure AD
Connect is optional for identity sync but not required for VM join.

Answar Arad
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